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Mobile Signature

Qualified electronic signatures carried out with the mobile phone

What it is
= Mobile phone based elD solution
= Server side qualified electronic signature using mobile phone

Key features:
= No acquisition costs for smartcards or smartcard readers
= No software installation necessary (for middleware/ drivers etc.)
= Not specific platform/ system (Windows/ MacOS/Linux/....) required
= |Increased usability due to the use of familiar technology (mobile phone)
= High security level
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Procedure
The security layer gets a signature enquiry

The User enters his mobile phone number
and his secrecy PIN

The server receives the (encrypted) data
matching to the entered phone number
from the database

The data is decrypted by using the
citizen's secrecy PIN
(signature key gets decrypted)

The user gets an ephemeral code
sent to his mobile phone

The user enters the ephemeral code into
the authentication site (authentication)

The entered code is validated

Y

Electronic signature is triggered
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